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@ Policy and Leadership » Responsibilities » Online Safety Group

Detailed Summary Report

Improvement Online
PIaF; Safety
Mark

Staff are all invested in
Online Safety promotion
and teaching. We have an
Online Safety area on the
school website which is
updated regularly.

As a small school all staff are responsible for e-safety.
Aspects relating to e-safety are discussed regularly at staff
meetings.

@ Policy and Leadership > Responsibilities > Online Safety Responsibilities

Invite parent and
other
stakeholders to
join the group
discussions
regarding online
safety.

o)

RW (Senior Teacher) is responsible for e-safety and for

training staff. parents and governors. Training for governors

is on the agenda at the next full governing body meeting
and parents are due a refresher. Information from
Thinkuknow will be sent out on safer internet day to all
parents and staff.

@ Policy and Leadership > Responsibilities > Professional Standards



https://360safe.org.uk/
https://360safe.org.uk/review/review/policy-leadership/responsibilities/online-safety-group/
https://360safe.org.uk/review/review/policy-leadership/responsibilities/online-safety-responsibilities/
https://360safe.org.uk/review/review/policy-leadership/responsibilities/professional-standards/

Remote
Learning
policy in place
Staff Code of
Conduct
signed by all
staff

All
safeguarding
training has
been
completed
GDPR training
completed by
all staff.
Supported by
the Trust

Relevant policies and Staff Handbook
National Online Safety Membership for all staff
National College Membership for all staff

@ Policy and Leadership > Policy > Online Safety Policy

Consult with staff on the
content of the e-safety area
on the website.

Policy is
developed in
consultation
with all staff
and
stakeholders
Policy is
reviewed
annually

All staff and pupils sign an acceptable use policy annually. All
users also agree to the Smoothwall acceptable use policy
when logging on to the school machines. As all pupils are
responsible for turning on their computers during ICT lessons,
they are reminded of what the Smoothwall page is for and
what they are agreeing to by clicking accept.

@ Policy and Leadership > Policy > Acceptable Use

Ensure the weekly monitoring
logs are checked by SLT

0)

All
stakeholders
sign the
acceptable
use
statements at
the start of
each
academic
year

Parents sign an acceptable use policy as well as the children
and staff

@ Policy and Leadership > Policy > Reporting and Responding

Provide handbooks for
parents - use National Online
Safety membership

O)

Reporting
systems are
in place and
are known by
all staff and

pupils.

Staff e-safety training annually

This is an ongoing area for
development. Continue to
use the thinkuknow tools
needs to be given to all pupils
so they are clear about what
to do should they need to
report anything.

@ Education» Children and young people » Online Safety Education Programme

O

Pupils are aware of their responsibilities when using the
internet. They are aware of the Smoothwall software on the
computers and why it is there. They know not to use Google
and other search engines which aren't safe for children. They

E-safety training to be
planned for and delivered to
all pupils across the school.
NOS resources to be used.

D


https://360safe.org.uk/review/review/policy-leadership/policy/online-safety-policy/
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are also constantly reminded of both the positive and the National E-Safety Day to be
potential negative side of using the internet. This mostly marked
applies to KS2 pupils.



@ Education» Children and young people » Contribution of Young People

School council contributed to the
acceptable use questions for all
Pupils views contribute  pupils and consulted on their views

through the school for promoting e-safety around the
council and worship school.
team leaders. Worship Team leaders to speak with

peers about personal development

arents meeting?
how they can support them P &

@ Education > Adults and Agencies > Staff

Talk to AMc about School Council taking this

into consideration. RW to attend next meeting

and talk to the school council about their views

on e-safety and what they would like do with r@)
regard to making all the other pupils in school

aware of e-safety and also maybe lead a

All teaching staff are
trained to DSL Level 4.

) o All staff are up to date with Use NOS resources to train/support parents at
Safeguarding training ) o
i< all current and b to safeguarding training. home.
e date P Membership to the NOS tool is Continue to update the websites with recent ‘@’
being used effectively to educate and relevant information to support

All staff are highly
skilled in dealing with
online safety issues

and inform staff, pupils and parents. stakeholders.

@ Education > Adults and Agencies > Governors

E-safety information is provided to
all governors and new
developments are taken to and
discussed at full governing body
meetings. The nominated e-safety
governor is up to date with current
training with regard to e-safety.

The LAC board are
updated half termly
about online safety.
Minutes and agendas
can be found on
Governor Hub.

@ Education > Adults and Agencies > Families

Continue to inform the LAC as part of the Exec
Heads report each half term.

Parent LAC member is
current Online Safety

champion and visits LAC schedule of visits NOS resources to be used on Safer Internet
e school to talk to pupils  LAC responsibilities document Day and all year round to support and inform ‘@’
about behaviour and ~ Governor Hub parents.

safety, which includes
online safety.

@ Education > Adults and Agencies > Agencies
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Community links are strong

Use links with church and local groups to . .
To plan family learning

begin talks about online safety Care Home link morning about e-
FOAL meet regularly and support online Burton Albion Community Walks 5

- safety
safety work Christian Youth Worker

Use NOS tools to

Jordan - Christian Youth Worker - includes ~ Chaplaincy project resource and plan this

references to keeping safe in his worships
Link with local Care Home and residents

@ Technology » Data Security

GDPR training for all staff has been GDPR audit reports

completed two factor authentication now in place
DPO at Trust Level on staff e-mails P Refresh GDPR training ®
DP champion in school for all staff

Staff knowledgeable about GDPR

annual GDPR audit completed by the DPO Staff CPD logs

All practices and procedures in place

@ Technology » Infrastructure » Filtering

Smoothwall monitoring system is installed ~ Smoothwall installed on all curriculum  Ensure the weekly
on all machines. computers and laptops. Filtering system monitoring logs are ‘@’
Half Termly IT support from LA provided by LA checked by SLT

@ Technology » Infrastructure » Monitoring

Monitoring software is installed and

regularly checked by SLT Weekly monitoring logs checked in file .
. . ) . iy . NOS membership
teaching staff all trained to DSL level 4 in Staff safeguarding training matrix " . (0)
. utilised effectively
order for all to be fully aware of policy, CPD calendars

procedure and practice.

@ Technology » Infrastructure » Technical Security



https://360safe.org.uk/review/review/technology/data-security/data-security/
https://360safe.org.uk/review/review/technology/infrastructure/filtering/
https://360safe.org.uk/review/review/technology/infrastructure/monitoring/
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GDPR records

GDPR training for all staff provided by GDPR audit reports

the Trust - .
Lo Two step authentication for all e-mails .
DPO and champion in school and at ) Inform online
NOS membership for all staff
Trust Level safety group about

a Regular audits of GDPR Encwpteq messages used for all sensitive any incidents and @
information

Staff are all aware of the requirements share monitoring
to encrypt sensitive messages logs

Dual factor authentication for all e-mails
now in place

Staff blind copy e-mail addresses when
sending to multiple users

Remote Learning Policy and practice all signed
by staff

@ Technology > Practice > Mobile Technology

Mobile phone policy reviewed and seen
and agreed by all staff

Mobile phones are not permitted on site
for children

Continue to update

the mobile phone ®
policy on an annual
basis

Mobile phones are not permitted by pupils in
school. Policy for mobile devices updated
annually.

@ Technology > Practice > Social Media

Online Safety area on the websites
which is updated regularly with relevant
information for parents on online
gaming e.g. fortnite and apps such as Ti
Tok

This is all included in the e-safety and Headteacher Blog

acceptable use policies. As a first school our

. . tobe created on (0)
pupils do not use Facebook or any other social .

k the new website

media site.

@ Technology > Practice > Digital and Video Images

. Parents are asked at entry to school to give Continue to
DPO in place at Trust Level ) o .
. their permission on the use of photos on the  monitor and
All GDPR procedures and practices are . (0)
in blace internet and newspaper reports etc but asked  evaluate provision
P annually for videos, eg school production and support.

@ Technology > Practice > Online Publishing

Online Safety are on the website

Regularly update with NOS posters and  Information on e-safety to be put on the . '

: e . . . X Consider online

links to training and videos website. Information given to parents and e- (0)
: , safety mark

CEOP button on website safety board in school entrance.

NOS membership purchased for all staff


https://360safe.org.uk/review/review/technology/practice/mobile/
https://360safe.org.uk/review/review/technology/practice/social-media/
https://360safe.org.uk/review/review/technology/practice/video/
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@ Outcomes » Impact of Online Safety Policy and Practice

We are supported in the development
of Online Safety through our MAT.
National Online Safety membership
purchased 2021/22 for all staff
resources regularly used by staff for
teaching purposes and also videos to
inform them of developments

Staff are well informed about the latest
updates linked to Online Safety
National Online Safety membership is
being used effectively

Websites are updated regularly with
resources for parents to support their
children being safe online at home.

Continue to use the
NOS membership

effectively @
Invite parents for an
Online Safety event

when restrictions allow

19/21
(90%)

() SWGFL

Safe, Secure, Online


https://360safe.org.uk/review/review/outcomes/impact/
https://swgfl.org.uk/




